
UNITED STATES DISTRICT COURT 
SOUTHERN DISTRICT OF OHIO 

 

JAMES P. BRICKMAN, on behalf of himself and 
all individuals similarly situated, 
7800 1st Street North 
St. Petersburg, FL 33702 

Civil Action No.  
 

 
                                                      Plaintiffs,

 

 
v. 

CLASS ACTION COMPLAINT 
 

 
MAXIMUS, INC. 
c/o Corporation Service Company 
50 West Broad Street, Suite 1330 
Columbus, OH 43215  
 
and  
 
MAXIMUS US SERVICES, INC. 
c/o Corporation Service Company 
50 West Broad Street, Suite 1330 
Columbus, OH 43215 

DEMAND FOR JURY TRIAL 

  

                                                       Defendants. 

Plaintiff James P. Brickman (“Mr. Brickman” or “Plaintiff”), individually and on behalf of 

all others similarly situated, through his undersigned counsel, allege as follows against defendants 

Maximus, Inc. and Maximus US Services, Inc. (together, “Maximus” or “Defendant”), based upon 

personal knowledge as to himself and, as to all other matters, upon information and belief, 

including his counsel’s investigation. Plaintiff believes additional evidentiary support exists for 

his allegations, given an opportunity for discovery. 
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I. INTRODUCTION 

1. Defendant Maximus provides data management services to the Ohio Department 

of Medicaid (“ODM”), including in relation to credentialing and tax identification of healthcare 

providers (“Medicaid Providers”). 

2. On or around June 18, 2021, Maximus began informing Medicaid Providers, 

including Mr. Brickman, that it “recently experienced a cybersecurity incident where an actor 

accessed a Maximus server that involved personal information we received in connection with 

services that Maximus provides” (the “Data Breach”).  

3. Maximus disclosed that the following categories of personally identifiable 

information (“PII”) were compromised in the Data Breach: “name, date of birth, Social Security 

number, and DEA number.”  

4. Approximately 334,690 Medicaid Providers were affected by the Data Breach. 

5. Maximus is responsible for allowing the Data Breach to occur because it failed to 

implement and maintain reasonable safeguards and failed to comply with industry-standard data 

security practices as well as federal and state laws and regulations governing deceptive and unfair 

trade practices and data security. 

6. Maximus had obligations created by, among other things, federal and state laws 

and regulations regarding data security and privacy, industry standards, and common law to keep 

Medicaid Providers’ PII confidential and to protect it from unauthorized access and disclosure. 

7. Maximus’s data security obligations were particularly important given the 

substantial increase in cyberattacks and data breaches in the healthcare and government 

contracting industries preceding the date of the Data Breach, as well as given the incredibly 

sensitive nature of PII that it retained on its servers. 
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8. By obtaining, collecting, and using Mr. Brickman’s and class members’ PII, 

Maximus assumed legal and equitable duties and knew or should have known that it was 

responsible for protecting Mr. Brickman’s and class members’ PII from disclosure. 

9. As a result of Maximus’s failure to protect the PII it was entrusted with, Mr. 

Brickman’s and class members’ PII were accessed by malicious cyber criminals.  

10. Mr. Brickman and class members therefore are at a significant risk of identity theft, 

financial fraud, and other identity-related fraud into the indefinite future.  

11. They also suffered ascertainable losses in the form of out-of-pocket expenses and 

the value of their time reasonably incurred to remedy or mitigate the effects of the Data Breach.  

12. Mr. Brickman and class members have also lost the inherent value of their PII. 

13. Accordingly, Mr. Brickman brings this action against Maximus seeking redress for 

its unlawful conduct and asserting claims for negligence, negligence per se, declaratory judgment, 

breach of confidence, breach of contract, and violations of the Florida Deceptive and Unfair Trade 

Practices Act. 

II. PARTIES 

A. Plaintiff James P. Brickman 

14.  Mr. Brickman is a natural person who resides in and is a citizen of Saint Petersburg, 

Florida.  

15. Prior to moving to Florida in or around 2004, Mr. Brickman was a resident of the 

State of Ohio.  

16. Mr. Brickman was certified as a Registered Nurse (RN) in Ohio in or around 1985. 

He was certified as a Certified Registered Nurse Anesthetist (CRNA) in or around 1999. Mr. 

Brickman maintains and has maintained his Ohio licensure and certification through the present.  
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17. In order to become an RN and/or a CRNA, Mr. Brickman had to go through the 

credentialing process to become a Medicaid Provider.  

18. Through this credentialing process, Mr. Brickman provided various PII, including 

his name, date of birth, Social Security Number, and DEA (Drug Enforcement Administration) 

number.  

19. This information was later provided to Maximus. 

20. Mr. Brickman entrusted PII and other confidential information to Maximus 

(through the Medicaid credentialing process described above) with the reasonable expectation and 

understanding that any contractor who obtained possession of such PII, including Maximus, would 

protect, maintain, and safeguard that information from compromise, unauthorized disclosure, and 

misuse by unauthorized actors. 

21. On or about June 18, 2021, Mr. Brickman received correspondence from Maximus 

confirming the Data Breach, and noting that his name, date of birth, Social Security number, and 

DEA number had been compromised in the data breach (the “Notice”).1 

22. As a result of Mr. Brickman’s PII being exposed in the Data Breach, Mr. Brickman 

has spent approximately 1-2 hours reviewing information related to his credit reports to monitor 

for fraudulent activity and to sign up for credit monitoring services.  

23. He will continue to monitor his banking and financial statements and credit history 

for abnormal activity into the indefinite future as a result of the significant risk of fraud and identity 

theft he faces as a result of the Data Breach.  

24. He is also spending time considering whether to implement a credit freeze to 

prevent against future instances of identity theft. 

 
1 A copy of this Notice is attached hereto as Exhibit A. 
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25. Mr. Brickman also faces an increased risk that someone may use his DEA number 

to impersonate him for the purposes of billing ODM for services or for writing prescriptions. This 

unique risk further exacerbates the risk of identity theft posed by the compromise of his Social 

Security number. 

26. Mr. Brickman has not previously been a victim of fraud or identity theft, other than 

unrelated instances in which his credit card information was stolen, and he is not aware of any 

prior compromise of his Social Security Number or DEA number in a prior data breach incident.  

27. As a consumer concerned with the privacy of his personal information, Mr. 

Brickman has taken considerable steps to protect his identity and maintain his privacy prior to the 

Data Breach and since the Data Breach.  

28. Mr. Brickman has refrained from transmitting unencrypted PII over the internet or 

any other unsecured source.  

29. Mr. Brickman also stores any and all documents containing his PII in a safe and 

secure physical location, and destroyed (primarily by shredding such documents) any documents 

he receives in the mail that contain any of his PII, or that may contain any information that could 

otherwise be used to steal his identity. 

B. Defendant Maximus, Inc. 

30. Maximus, Inc. is a corporation incorporated in the state of Virginia. Its headquarters 

is located at 1891 Metro Center Drive, Reston, Virginia 20190.  

31. Maximus operates through a number of wholly-owned subsidiaries, including 

Defendant Maximus US Services, Inc.  
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C. Defendant Maximus US Services, Inc. 

32. Maximus US Services, Inc. is a corporation incorporated in the state of Indiana. Its 

headquarters is located at 1891 Metro Center Drive, Reston, Virginia 20190. 

33. On or about September 11, 2019, Maximus US Services, Inc. entered into a contract 

with the State of Ohio, through the Department of Administrative Services on behalf of ODM, to 

provide a solution known as Ohio Medicaid Enterprise System (“OMES”), Provider Network 

Management (the “Contract”).2 The Ohio Medicaid Enterprise System refers to ODM and other 

state agencies that participate in Medicaid and related program operations. 

34. Pursuant to the Contract, Maximus US Services, Inc. is responsible for collecting 

and processing a vast array of data on Medicaid Providers credentialed by ODM. These services 

include automated eligibility determination processes including screening, certification, and 

credentialing. They also include Provider Information Management services, which cover 

maintenance of the OMES Provider Registry, the system of record for provider information used 

throughout OMES in support of operational processing of all OMES functions. 

35. Maximus was and is principally responsible for the design, development, 

maintenance, and operation of these systems and servers used to collect, store, and process 

Medicaid Providers’ PII.  

36. Although Maximus, Inc. provided notice of the Data Breach, Mr. Brickman 

understands that the contract with ODM was entered into by Maximus US Services, Inc., as 

described above. Mr. Brickman is not privy to Maximus’s internal corporate structure or how it 

allocates work among its various affiliates and subsidiaries. This information is solely within the 

 
2 Ohio Procurement, Current Contract Detail: OMES Provider Network Management, 
available at 
https://procure.ohio.gov/proc/viewContractsAwards.asp?contractID=36708 (last 
visited June 23, 2021). 
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possession of Maximus. Accordingly, for the purposes of this Complaint, Mr. Brickman raises his 

allegations against both entities (collectively referred to as Maximus), subject to discovery to 

determine which Maximus entity or entities should be held liable for the unlawful conduct alleged 

herein. 

III. JURISDICTION AND VENUE 

37.  This Court has subject matter jurisdiction pursuant to the Class Action Fairness 

Act of 2005 (“CAFA”), 28 U.S.C. § 1332(d). The amount in controversy exceeds the sum of 

$5,000,000 exclusive of interest and costs, there are more than 100 putative class members, and 

minimal diversity exists because putative class members are citizens of a different state than 

Defendants. 

38. This Court has personal jurisdiction over Maximus because it is authorized to 

conduct and does regularly conduct business in Ohio. 

39. Venue is proper in this District under 28 U.S.C. § 1391(b)(2) because a substantial 

part of the events or omissions giving rise to Mr. Brickman’s and class members’ claims occurred 

in this District. ODM, which retained the services of Maximus, is located in this district. All of the 

members of the class went through a credentialing process administered by ODM, which 

contracted with Maximus to maintain their PII. 

IV. COMMON FACTUAL ALLEGATIONS 

A. Maximus’s Knowledge That It Was and Is a Target of Cyber Threats 

40. Maximus knew it was a prime target for hackers given the significant amount of 

sensitive PII processed through its computer data and storage systems, including the server(s) 

compromised in the Data Breach. 
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41. As alleged above, Maximus processed highly sensitive PII for Medicaid Providers, 

including names, dates of birth, Social Security Numbers, and DEA numbers, in relation to 

credentialing and tax verification purposes for ODM. 

42. Experts studying cyber security routinely identify entities in the healthcare 

industry, as well as government contractors, as being particularly vulnerable to cyberattacks 

because of the value of the PII that they collect and maintain. 

43. Maximus’s knowledge is underscored by the massive number of data breaches, 

including those perpetrated against the healthcare sector, that have occurred in recent years. 

44. According to a report from cloud security company Bitglass, in 2020, data breaches 

in the healthcare industry rose 55.1% from 2019, totaling 599 data breaches affecting more than 

26 million people.3 

45. According to a 2018 report from cybersecurity firm BitSight regarding data 

breaches affecting government contractors, 4.3 percent of government contractors in the 

technology space reported at least one data breach since 2016, and government contractors in the 

healthcare space reported the highest number of data breaches – with 8 percent of such contractors 

reporting a data breach since 2016.4 

46.  Indeed, Maximus itself has acknowledged past attempts to breach its systems, 

writing that “[w]e are a trusted provider to government and other clients of critical health and 

human services that rely heavily upon technology systems, software and networks to receive, 

input, maintain and communicate participant and client data. Although we have experienced 

 
3 Anuja Vaidya, Report: Healthcare data breaches spiked 55% in 2020, MedCityNews 
(Feb. 17, 2021), https://medcitynews.com/2021/02/report-healthcare-data-breaches-
spiked-55-in-2020/ (last visited June 23, 2021). 
4 Derek B. Johnson, How vulnerable are contractors when it comes to data breaches? 
(Feb. 16, 2018), https://fcw.com/articles/2018/02/15/contractor-data-breach-
report.aspx (last visited June 23, 2021) 
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occasionally attempted security breaches, to our knowledge, none of those attempts have been 

successful.”5  

47. Maximus further acknowledged that “[t]he risk of a security breach, system 

disruption, ransom-ware attack or similar cyber-attack or intrusion, including by computer 

hackers, cyber terrorists or foreign governments, is persistent and substantial as the volume, 

intensity and sophistication of attempted attacks, intrusions and threats from around the world 

increase daily.”6 

48. Despite knowing the prevalence of data breaches targeting companies in the 

healthcare and government contracting sectors, including knowledge of attempts against 

Maximus’s own servers, Maximus failed to prioritize data security by adopting reasonable data 

security measures to prevent and detect unauthorized access to its highly sensitive systems and 

databases. Maximus had the resources to prevent a breach, but it neglected to adequately invest in 

data security, despite the growing number of well-publicized data breaches and its own knowledge 

of prior attempted attacks against its own systems. 

49. Maximus failed to undertake adequate analyses and testing of its own systems, 

training of its own personnel, and other data security measures to ensure that similar vulnerabilities 

were avoided or remedied and that Mr. Brickman’s and class members’ PII were protected. 

B. The Data Breach 

50. On or around June 18, 2021, Maximus began informing Medicaid Providers, 

including Mr. Brickman, that it “recently experienced a cybersecurity incident where an actor 

 
5 Maximus, Inc., Form 10-K (Sep. 30, 2020), 
https://www.sec.gov/ix?doc=/Archives/edgar/data/1032220/000103222020000102/
mms-20200930.htm (last visited June 23, 2021) 
6 Id. 
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accessed a Maximus server that involved personal information we received in connection with 

services that Maximus provides.”7 

51. Maximus stated that “[o]n My 19, 2021, Maximus learned that a Maximus server 

that contained personal information provided to the Ohio Department of Medicaid (ODM) or to a 

Managed Care Plan for purposes of credentialing or tax identification in [the Medicaid Providers’] 

role as a healthcare provider was accessed by an unknown party.” According to Maximus, “the 

server was impermissibly accessed starting on May 17, 2021.” 

52. Maximus disclosed that the following categories of Medicaid Providers’ personally 

identifiable information (“PII”) was compromised in the Data Breach: “name, date of birth, Social 

Security number, and DEA number.” 

53. Approximately 334,690 Medicaid Providers had their PII compromised in the Data 

Breach. 

54. Maximus is responsible for allowing the Data Breach to occur because it failed to 

implement and maintain reasonable safeguards and failed to comply with industry-standard data 

security practices as well as federal and state laws and regulations governing data security. 

55. During the duration of the Data Breach, Maximus failed to, among other things, 

detect that ill-intentioned criminals had accessed its server(s), notice the massive amounts of data 

that were compromised, or take any steps prior to or during the Data Breach to investigate the red 

flags that should have warned Maximus that its systems were not secure.  

56. Had Maximus properly monitored its information technology infrastructure, it 

would have prevented or mitigated the scope and impact of the Data Breach. 

 
7 See Exhibit A. 
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57. Maximus had obligations created by, among other things, federal and state laws 

and regulations regarding data security and privacy, industry standards, and common law to keep 

Medicaid Providers’ PII confidential and to protect it from unauthorized access and disclosure. 

58. Mr. Brickman and class members provided their PII to Maximus (via ODM or a 

Managed Care Plan) with the reasonable expectation and mutual understanding that Maximus 

would comply with its obligations to keep such information confidential and secure from 

unauthorized access. 

59. Maximus’s data security obligations were particularly important given the 

substantial increase in cyberattacks and data breaches in the healthcare and government 

contracting industries preceding the date of the Data Breach, as well as given the incredibly 

sensitive nature of PII that it retained in its servers. 

60. By obtaining, collecting, and using Mr. Brickman’s and class members’ PII, 

Maximus assumed legal and equitable duties and knew or should have known that it was 

responsible for protecting Mr. Brickman’s and class members’ PII from disclosure. 

61. As a result of Maximus’s failure to protect sensitive PII it was entrusted with, Mr. 

Brickman and class members are at a significant risk of identity theft, financial fraud, and other 

identity-related fraud into the indefinite future. 

62.  Mr. Brickman and class members have also lost the inherent value of their PII. 

C. Maximus Failed to Comply with Statutory and Regulatory Obligations. 

63. Maximus had obligations created by the Federal Trade Commission Act (“FTC 

Act”), 15 U.S.C. § 45, industry standards, state law, and common law to keep Mr. Brickman’s and 

class members’ PII confidential and to protect it from unauthorized access and disclosure. 
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64. Maximus was prohibited by the FTC Act from engaging in “unfair or deceptive acts 

or practices in or affecting commerce.”  

65. The FTC has concluded that a company’s failure to maintain reasonable and 

appropriate data security for consumers’ sensitive personal information is an “unfair practice” in 

violation of the FTC Act. 

66. Moreover, federal agencies have issued recommendations and guidelines to temper 

data breaches and the resulting harm to individuals and financial institutions. For example, the 

FTC has issued numerous guides for business highlighting the importance of reasonable data 

security practices. According to the FTC, the need for data security should be factored into all 

business decision-making.8 

67. In 2016, the FTC updated its publication, Protecting Personal Information: A 

Guide for Business, which established guidelines for fundamental data security principles and 

practices for business.9 Among other things, the guidelines note businesses should protect the 

personal customer information that they keep; properly dispose of personal information that is no 

longer needed; encrypt information stored on computer networks; understand their network’s 

vulnerabilities; and implement policies to correct security problems. The guidelines also 

recommend that businesses use an intrusion detection system to expose a breach as soon as it 

occurs; monitor all incoming traffic for activity indicating someone is attempting to hack the 

 
8 Start with Security, A Guide for Business, FTC (June 2015), 
https://www.ftc.gov/system/files/documents/plain-language/pdf0205-
startwithsecurity.pdf (last visited June 23, 2021).  

9 Protecting Personal Information, A Guide for Business, FTC (Oct. 2016), 
https://www.ftc.gov/system/files/documents/plain-language/pdf-0136_proteting-
personal-information.pdf (last visited June 23, 2021).  
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system; watch for large amounts of data being transmitted from the system; and have a response 

plan ready in the event of a breach.10 

68. Additionally, the FTC recommends that companies limit access to sensitive data, 

require complex passwords to be used on networks, use industry-tested methods for security, 

monitor for suspicious activity on the network, and verify that third-party service providers have 

implemented reasonable security measures.11 

69. The FTC has brought enforcement actions against businesses for failing to 

adequately and reasonably protect customer information, treating the failure to employ reasonable 

and appropriate measures to protect against unauthorized access to confidential consumer data as 

an unfair act or practice prohibited by Section 5 of the FTC Act, 15 U.S.C. § 45. Orders resulting 

from these actions further clarify the measures businesses must take to meet their data security 

obligations.12 

70. Maximus also failed to comply with commonly accepted industry standards for data 

security. Security standards commonly accepted among businesses that store PII using the internet 

include, without limitation: 

a. Maintaining a secure firewall configuration; 

b. Maintaining appropriate design, systems, and controls to limit user access to 

certain information as necessary; 

c. Monitoring for suspicious or irregular traffic to servers; 

 
10 Id. 
11 Start with Security, supra n.8. 
12 Privacy and Security Enforcement: Press Releases, FTC, https://www.ftc.gov/news-
events/ 
media-resources/protecting-consumer-privacy/privacy-security-enforcement (last 
visited June 23, 2021) 
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d. Monitoring for suspicious credentials used to access servers; 

e. Monitoring for suspicious or irregular activity by known users; 

f. Monitoring for suspicious or unknown users; 

g. Monitoring for suspicious or irregular server requests; 

h. Monitoring for server requests for PII; 

i. Monitoring for server requests from VPNs; and 

j. Monitoring for server requests from Tor exit nodes. 

71. Maximus is also required by various states’ laws and regulations to protect Mr. 

Brickman’s and class members’ PII and to handle any breach of the same in accordance with 

applicable breach notification statutes. 

72. In addition to its obligations under federal and state laws, Maximus owed a duty to 

Mr. Brickman and class members whose PII was entrusted to Maximus to exercise reasonable care 

in obtaining, retaining, securing, safeguarding, deleting, and protecting the PII in its possession 

from being compromised, lost, stolen, accessed, and misused by unauthorized persons.  

73. Maximus owed a duty to Mr. Brickman and class members to provide reasonable 

security, including consistency with industry standards and requirements, and to ensure that its 

systems and networks adequately protected the PII of Mr. Brickman and class members. 

74. Maximus owed a duty to Mr. Brickman and class members whose PII was entrusted 

to Maximus to design, maintain, and test its systems to ensure that the PII in Maximus’s possession 

was adequately secured and protected. 

75. Maximus owed a duty to Mr. Brickman and class members whose PII was entrusted 

to Maximus to create and implement reasonable data security practices and procedures to protect 

the PII in its possession. 
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76. Maximus owed a duty to Mr. Brickman and class members whose PII was entrusted 

to Maximus to implement processes that would detect a breach on its data security systems in a 

timely manner. 

77. Maximus owed a duty to Mr. Brickman and class members whose PII was entrusted 

to Maximus to act upon data security warnings and alerts in a timely fashion. 

78. Maximus owed a duty to Mr. Brickman and class members whose PII was entrusted 

to Maximus to disclose if its systems and data security practices were inadequate to safeguard 

individuals’ PII from theft because such an inadequacy would be a material fact in the decision to 

entrust PII to Maximus. 

79. Maximus owed a duty to Mr. Brickman and class members whose PII was entrusted 

to Maximus to disclose in a timely and accurate manner when data breaches occurred. 

80. Maximus owed a duty of care to Mr. Brickman and class members because they 

were foreseeable and probable victims of any inadequacy in its affirmative development of the 

systems to maintain PII and in its affirmative maintenance of those systems. 

81. In this case, Maximus was fully aware of its obligation to use reasonable measures 

to protect the PII of its members. Maximus also knew it was a target for hackers. But despite 

understanding the consequences of inadequate data security, Maximus failed to comply with 

industry-standard data security requirements. 

82. Maximus’s failure to employ reasonable and appropriate measures to protect 

against unauthorized access to its members’ PII constitutes an unfair act or practice prohibited by 

Section 5 of the FTC Act, 15 U.S.C. § 45, and various state consumer protection and data breach 

statutes. 
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D. The Value of PII and Effects of the Data Breach 

83. It is well known that PII, including Social Security numbers, is a highly valued 

commodity and a frequent target of hackers. 

84. According to Javelin Strategy & Research, in 2017 alone over 16.7 million 

individuals were affected by identity theft, causing $16.8 billion to be stolen.13 

85. Consumers place a high value not only on their PII, but also on the privacy of that 

data. This is because identity theft causes significant negative financial impact on victims as well 

as severe distress and other strong emotions and physical reactions. 

86. Consumers are particularly concerned with protecting the privacy of their Social 

Security numbers, which is the “secret sauce” that is “as good as your DNA to hackers.”14  

87. There are long-term consequences to data breach victims whose Social Security 

numbers are taken and used by hackers.  

88. Even if they know their Social Security numbers have been accessed, Mr. Brickman 

and class members cannot obtain new numbers unless they become a victim of Social Security 

number misuse. Even then, the Social Security Administration has warned that “a new number 

probably won’t solve all [] problems . . . and won’t guarantee . . . a fresh start.”15 And “[f]or some 

victims of identity theft, a new number actually creates new problems. If the old credit information 

 
13 Javelin Strategy & Research, Identity Fraud Hits All Time High With 16.7 Million U.S. 
Victims in 2017, According to New Javelin Strategy & Research Study (Feb. 6, 2018), 
available at https://www.javelinstrategy.com/press-release/identity-fraud-hits-all-time-
high-167-million-us-victims-2017-according-new-javelin (last visited June 23, 2021). 
14 Cameron Huddleston, How to Protect Your Kids From the Anthem Data Breach, 
Kiplinger, (Feb. 10, 2015), available at https://www.kiplinger.com/article/credit/T048-
C011-S001-how-to-protect-your-kids-from-the-anthem-data-brea.html (last visited 
June 23, 2021).  

15 Social Security Admin., Identity Theft and Your Social Security Number, at 6-7, 
https://www.ssa.gov/pubs/EN-05-10064.pdf (last visited June 23, 2021). 

Case: 2:21-cv-03822-MHW-KAJ Doc #: 1 Filed: 06/25/21 Page: 16 of 42  PAGEID #: 16



17 
 

isn’t associated with your new number, the absence of any credit history under your new number 

may make it more difficult for you to get credit.”16 

89. Identity thieves can also use Social Security numbers to obtain a driver’s license or 

official identification card in the victim’s name, but with the thief’s picture; use the victim’s name 

and Social Security number to obtain government benefits; or file a fraudulent tax return using the 

victim’s information. In addition, identity thieves may obtain a job using the victim’s Social 

Security number, rent a house or receive medical services in the victim’s name, seek 

unemployment or other benefits, and may even give the victim’s personal information to police 

during an arrest resulting in an arrest warrant being issued in the victim’s name. 

90. PII is such a valuable commodity to identity thieves that, once the information has 

been compromised, criminals often trade the information on the “cyber black-market” for years.  

91. There is a strong probability that entire batches of stolen information have been 

dumped on the black market and will be again in the future, meaning Mr. Brickman and class 

members are at an increased risk of fraud and identity theft for many years to come.  

92. Thus, Mr. Brickman and class members must vigilantly monitor their credit reports, 

financial accounts, and other areas of concern for the foreseeable future. 

93. There may be a significant time lag between when PII is stolen and when it is 

actually misused.  

94. According to the U.S. Government Accountability Office, which conducted a study 

regarding data breaches: 

[L]aw enforcement officials told us that in some cases, stolen data 
may be held for up to a year or more before being used to commit 
identity theft. Further, once stolen data have been sold or posted on 
the Web, fraudulent use of that information may continue for years. 

 
16 Id. 
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As a result, studies that attempt to measure the harm resulting from 
data breaches cannot necessarily rule out all future harm.17 
 

95. Accordingly, the two years of credit monitoring that Maximus offered victims of 

the Data Breach is woefully inadequate to guard against the risks they face. 

96. And, in any event, the two years of credit monitoring that Maximus offered victims 

of the Data Breach does nothing to compensate them for the damages they suffered as a result of 

the Data Breach. 

97. The risk of identity theft is particularly acute where detailed personal information 

is stolen, such as the PII that was compromised in the Data Breach. 

98. The cyber black-market demonstrates that PII is a valuable property right.18 

Moreover, its value is axiomatic, considering the value of Big Data in corporate America and the 

consequences of cyber thefts, which include heavy prison sentences. This obvious risk/reward 

analysis illustrates that PII has considerable market value. 

99. The value of PII is underscored by the growing number of legitimate marketplaces 

allowing consumers to monetize their PII.19 

100. As the result of the Data Breach, Mr. Brickman and class members have suffered 

or will suffer economic loss and other actual harm for which they are entitled to damages, 

including, but not limited to, the following: 

 
17 U.S. Government Accountability Office, Report to Congressional Requesters (June 
2007), https://www.gao.gov/assets/gao-07-737.pdf  (last visited June 23, 2021) 
18 See, e.g., John T. Soma, et al, Corporate Privacy Trend: The “Value” of Personally 
Identifiable Information (“PII”) Equals the “Value” of Financial Assets, 15 Rich. J.L. & 
Tech. 11, at *3-4 (2009) (“PII, which companies obtain at little cost, has quantifiable 
value that is rapidly reaching a level comparable to the value of traditional financial 
assets.”) (citations omitted). 
19 Markets for personal data, Project VRM, Harvard University, 
https://cyber.harvard.edu/ 
projectvrm/VRM_Development_Work#Markets_for_personal_data (last visited June 
23, 2021). 
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a. identity theft and fraud resulting from theft of their PII; 

b. costs associated with the detection and prevention of identity theft and 

unauthorized use of their online accounts, including financial accounts; 

c. losing the inherent value of their PII; 

d. costs associated with purchasing credit monitoring and identity theft protection 

services; 

e. unauthorized access to and misuse of their online accounts; 

f. unauthorized charges and loss of use of and access to their financial account 

funds and costs associated with inability to obtain money from their accounts 

or being limited in the amount of money they were permitted to obtain from 

their accounts, including missed payments on bills and loans, late charges and 

fees, and adverse effects on their credit; 

g. lowered credit scores resulting from credit inquiries following fraudulent 

activities; 

h. costs associated with time spent and the loss of productivity or enjoyment of 

one’s life from taking time to address and attempt to mitigate and address the 

actual and future consequences of the Data Breach, including discovering 

fraudulent charges, cancelling and reissuing cards, addressing other varied 

instances of identity theft – such as credit cards, bank accounts, loans, 

government benefits, and other services procured using the stolen PII, 

purchasing credit monitoring and identity theft protection services, imposing 

withdrawal and purchase limits on compromised accounts, and the stress, 

nuisance, and annoyance of dealing with the repercussions of the Data Breach; 
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i. the continued imminent and certainly impending injury flowing from potential 

fraud and identity theft posed by their PII being in the possession of one or more 

unauthorized third parties; and 

j. continued risk of exposure to hackers and thieves of their PII, which remains in 

Maximus’s possession and is subject to further breaches so long as Maximus 

fails to undertake appropriate and adequate measures to protect Mr. Brickman 

and class members. 

101. Additionally, Mr. Brickman and class members place significant value in data 

security. According to a survey conducted by cyber-security company FireEye, approximately 

50% of consumers consider data security to be a main or important consideration when making 

purchasing decisions and nearly the same percentage would be willing to pay more in order to 

work with a provider that has better data security. Likewise, 70% of consumers would provide less 

personal information to organizations that suffered a data breach.20 

102. One study on website privacy determined that U.S. consumers valued the restriction 

of improper access to their personal information – the very injury at issue here – between $11.33 

and $16.58 per website. The study also determined that “[a]mong U.S. subjects, protection against 

errors, improper access, and secondary use of personal information is worth US$30.49 – 44.62.”21 

This study was done in 2002, almost twenty years ago. The sea-change in how pervasive the 

Internet is in everyday lives since then indicates that these values—when associated with the loss 

of PII to bad actors—would be much higher today. 

 
20 FireEye, Beyond the Bottom Line: The Real Cost of Data Breaches (May 11, 2016), 
https://www.fireeye.com/blog/executive-
perspective/2016/05/beyond_the_bottomli.html (last visited June 23, 2021). 
21 Hann, Hui, et al, The Value of Online Information Privacy: Evidence from the USA 
and Singapore, at 17, Oct. 2002, available at 
https://www.comp.nus.edu.sg/~ipng/research/privacy.pdf 
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103. Mr. Brickman and class members are at an imminent risk of fraud, criminal misuse 

of their PII, and identity theft for years to come as result of the Data Breach and Maximus’s 

deceptive and unconscionable conduct. 

104. Mr. Brickman and class members also face the nightmare scenario of unauthorized 

actors using their DEA numbers to illegally write prescriptions for controlled substances. At best, 

this could require Mr. Brickman and class members to spend time responding to a government 

investigation. At worst, Mr. Brickman and class members may be forced to defend against criminal 

charges for violations of the Controlled Substances Act and/or face the prospect of being stripped 

of their licensing and DEA privileges. 

V. CLASS ACTION ALLEGATIONS 

105. Pursuant to Federal Rule of Civil Procedure 23(b)(1), (b)(2), and (b)(3), Mr. 

Brickman seeks certification of the following nationwide class: 

Nationwide Class: All residents of the United States of America 

whose PII was compromised in the Data Breach. 

106. The Nationwide Class asserts claims against Maximus for negligence (Count I), 

negligence per se (Count II), declaratory judgment (Count III), breach of confidence (Count IV), 

and breach of contract (Count V). 

107. Pursuant to Federal Rule of Civil Procedure 23(b)(1), (b)(2), and (b)(3), Mr. 

Brickman seeks certification of Florida state claims in the alternative to the nationwide claims, as 

well as certification of claims for violations of the Florida Deceptive and Unfair Trade Practices 

Act (Count VI) on behalf of a subclass of Florida residents, defined as follows: 

Florida Subclass: All residents of Florida whose PII was 

compromised in the Data Breach. 

Case: 2:21-cv-03822-MHW-KAJ Doc #: 1 Filed: 06/25/21 Page: 21 of 42  PAGEID #: 21



22 
 

108. The Nationwide Class and the Florida Subclass are collectively referred to herein 

as the “Class.” 

109. Excluded from the Class are Maximus, any entity in which Maximus has a 

controlling interest, and Maximus’s officers, directors, legal representatives, successors, 

subsidiaries, and assigns. Also excluded from the Class are any judicial officer presiding over this 

matter, members of their immediate family, members of their judicial staff, and any judge sitting 

in the presiding court system who may hear an appeal of any judgment entered. 

110. Risk of Inconsistent or Varying Adjudications. Fed. R. Civ. P. 23(b)(1). As the 

proposed Class includes hundreds of thousands of members, there is significant risk of inconsistent 

or varying adjudications with respect to individual class members that would establish 

incompatible standards of conduct for Maximus. For example, injunctive relief may be entered in 

multiple cases, but the ordered relief may vary, causing Maximus to have to choose between 

differing means of upgrading its data security infrastructure and choosing the court order with 

which it will comply. Class action status is also warranted because prosecution of separate actions 

by the members of the Class would create a risk of adjudications with respect to individual 

members of the Class that, as a practical matter, would be dispositive of the interests of other 

members not parties to this action, or that would substantially impair or impede their ability to 

protect their interests. 

111. Numerosity. Fed. R. Civ. P. 23(a)(1). Consistent with Rule 23(a)(1), the members 

of the Class are so numerous and geographically dispersed that the joinder of all members is 

impractical. Maximus has admitted that at least 334,690 individuals were victims of the Data 

Breach. 
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112. Commonality and Predominance. Fed. R. Civ. P. 23(a)(2) and (b)(3). This 

action involves common questions of law and fact that predominate over any questions affecting 

individual class members. The common questions include, but are not limited to: 

a. Whether Maximus knew or should have known that its computer and data 

storage systems were vulnerable to attack; 

b. Whether Maximus failed to take adequate and reasonable measures to ensure 

its computer and data systems were protected; 

c. Whether Maximus owed a duty of care to Mr. Brickman and class members, as 

alleged above; 

d. Whether Maximus breached the duties of care it owed to Mr. Brickman and 

class members; 

e. Whether Maximus failed to take available steps to prevent and stop the Data 

Breach from happening; 

f. Whether Maximus failed to disclose the material facts that it did not have 

adequate computer systems and security practices to safeguard PII; 

g. Whether Maximus’s failure to secure Mr. Brickman’s and class members’ PII 

in the manner alleged violated federal, state, and local laws and regulations, or 

industry standards; 

h. Whether Maximus was negligent in establishing, implementing, and following 

security protocols; 

i. Whether Mr. Brickman’s and class members’ PII was compromised and 

exposed as a result of the Data Breach and the extent of that compromise and 

exposure; 
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j. Whether Maximus’s conduct, including its failure to act, resulted in or was the 

proximate cause of the Data Breach, resulting in the unauthorized access to, 

compromise, and/or theft of Mr. Brickman’s and class members’ PII; 

k. Whether Maximus’s conduct amounted to violations of state statutes, as alleged 

below; 

l. Whether, as a result of Maximus’s conduct, Mr. Brickman and class members 

face a significant threat of harm and/or have already suffered harm, and, if so, 

the appropriate measure of damages to which they are entitled; 

m. Whether, as a result of Maximus’s conduct, Mr. Brickman and class members 

are entitled to injunctive, equitable, declaratory and/or other relief and, if so, 

the nature of such relief; 

n. Whether Mr. Brickman and class members are entitled to compensatory 

damages; 

o. Whether Mr. Brickman and class members are entitled to punitive damages; 

and 

p. Whether Mr. Brickman and class members are entitled to statutory damages. 

113. Typicality. Fed. R. Civ. P. 23(a)(3). Mr. Brickman’s claims are typical of other 

class members’ claims because Mr. Brickman and class members were subjected to the same 

allegedly unlawful conduct and damaged in the same way. 

114. Adequacy. Fed. R. Civ. P. 23(a)(4). Consistent with Rule 23(a)(4), Mr. Brickman 

is an adequate representative of the Class. Mr. Brickman is a member of the Class. Mr. Brickman 

has no conflicts of interest with the Class. Mr. Brickman has retained counsel competent and 

experienced in litigating class actions, including extensive experience in data breach and privacy 
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litigation and consumer protection claims. Mr. Brickman intends to vigorously prosecute this case 

and will fairly and adequately protect the interests of the Class. 

115. Injunctive and Declaratory Relief. Fed. R. Civ. P. 23(b)(2). Class certification 

is also appropriate under Rule 23(b)(2). Maximus, through its uniform conduct, acted or refused 

to act on grounds generally applicable to the Class as a whole. Moreover, Maximus continues to 

maintain its inadequate security practices, retains possession of Mr. Brickman’s and class 

members’ PII, and has not been forced to change its practices or to relinquish PII by nature of other 

civil suits or government enforcement actions, thus making injunctive and declaratory relief a live 

issue and appropriate to the Class as a whole. 

116. Superiority. Fed. R. Civ. P. 23(b)(3). Consistent with Rule 23(b)(3), a class action 

is superior to any other available means for the fair and efficient adjudication of this controversy, 

and no unusual difficulties are likely to be encountered in the management of this class action. The 

purpose of the class action mechanism is to permit litigation against wrongdoers even when 

damages to individual plaintiffs and class members may not be sufficient to justify individual 

litigation. Here, the damages suffered by Mr. Brickman and the class members are relatively small 

compared to the burden and expense required to individually litigate their claims against Maximus, 

a sophisticated financial institution, and thus, individual litigation to redress Maximus’s wrongful 

conduct would be impracticable. Individual litigation by each class member would also strain the 

court system. Moreover, individual litigation creates the potential for inconsistent or contradictory 

judgments and increases the delay and expense to all parties and the court system. By contrast, the 

class action device presents far fewer management difficulties and provides the benefits of a single 

adjudication, economies of scale, and comprehensive supervision by a single court. 
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VI. CAUSES OF ACTION 

COUNT I 

NEGLIGENCE 

(On behalf of Plaintiff and the Nationwide Class or, in the alternative, on behalf of Plaintiff 

and the Florida Subclass) 

117. Mr. Brickman repeats the allegations in paragraphs 1 – 116 of this Complaint, as if 

fully alleged herein. 

118. Maximus owed a duty of care to Mr. Brickman and class members to use reasonable 

means to secure and safeguard the entrusted PII, to prevent its unauthorized access and disclosure, 

to guard it from theft, and to detect any attempted or actual breach of its systems, as alleged herein.  

119. These common law duties existed because Mr. Brickman and class members were 

the foreseeable and probable victims of any inadequate security practices in Maximus’s affirmative 

development and maintenance of its data security systems.  

120. In fact, not only was it foreseeable that Mr. Brickman and class members would be 

harmed by the failure to protect their PII because hackers routinely attempt to steal such 

information and use it for nefarious purposes, Maximus knew that it was more likely than not Mr. 

Brickman and other class members would be harmed by such exposure and theft of their PII. 

121. Maximus’s duties to use reasonable security measures also arose as a result of the 

special relationship that existed between Maximus, on the one hand, and Mr. Brickman and class 

members, on the other hand.  
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122. This special relationship arose because Mr. Brickman and class members entrusted 

Maximus with their PII, through ODM or a Managed Care Plan, as part of a process of obtaining 

credentialing or tax verification required by the Ohio Department of Medicaid.  

123. Maximus alone could have ensured that its data security systems and practices were 

sufficient to prevent or minimize the Data Breach. 

124. Maximus’s duties to use reasonable data security measures also arose under Section 

5 of the FTC Act, 15 U.S.C. § 45, which prohibits “unfair . . . practices in or affecting commerce,” 

including, as interpreted and enforced by the FTC, the unfair practice of failing to use reasonable 

measures to protect PII.  

125. Various FTC publications and data security breach orders further form the basis of 

Maximus’s duties.  

126. In addition, individual states have enacted statutes based on the FTC Act (some of 

which specifically incorporate the FTC Act’s relevant duties), such as the Florida Deceptive and 

Unfair Trade Practices Act, that also created a duty. 

127. Maximus breached the aforementioned duties when it failed to use security 

practices that would protect the PII provided to it by Mr. Brickman and class members, thus 

resulting in unauthorized exposure and third party access to Mr. Brickman’s and class members’ 

PII. 

128. Maximus further breached the aforementioned duties by failing to design, adopt, 

implement, control, manage, monitor, update, and audit its processes, controls, policies, 

procedures, and protocols to comply with the applicable laws and safeguard and protect Mr. 

Brickman’s and class members’ PII within its possession, custody, and control. 
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129. As a direct and proximate cause of Maximus’s failure to adequately develop and 

maintain its data security systems, and its failure to use appropriate security practices, Mr. 

Brickman’s and class members’ PII was exposed, disseminated, and made available to 

unauthorized third parties. 

130. Maximus admitted that Mr. Brickman’s and class members’ PII was wrongfully 

disclosed and accessed as a result of the Data Breach.  

131. The Data Breach caused direct and substantial damages to Mr. Brickman and class 

members, as well as the likelihood of future and imminent harm through the dissemination of their 

PII and the greatly enhanced risk of credit fraud and identity theft. 

132. By engaging in the foregoing acts and omissions, Maximus committed the common 

law tort of negligence.  

133. For all the reasons stated above, Maximus’s conduct was negligent and departed 

from reasonable standards of care including by, but not limited to: failing to adequately limit access 

to and protect the PII; failing to conduct regular security audits; and failing to provide adequate 

and appropriate supervision of persons having access to Mr. Brickman’s and class members’ PII. 

134. But for Maximus’s wrongful and negligent breach of its duties owed to Mr. 

Brickman and class members, their PII would not have been compromised. 

135. Neither Mr. Brickman nor class members contributed to the Data Breach or 

subsequent misuse of their PII as described in this Complaint. 

136. As a direct and proximate result of Maximus’s negligence, Mr. Brickman and class 

members have been injured and are entitled to damages in an amount to be proven at trial. Such 

injuries include one or more of the following: ongoing, imminent, certainly impending threat of 

identity theft crimes, fraud, and other misuse, resulting in monetary loss and economic harm; actual 
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identity theft crimes, fraud, and other misuse, resulting in monetary loss and economic harm; loss 

of the value of their privacy and the confidentiality of the stolen PII; illegal sale of the 

compromised PII on the black market; mitigation expenses and time spent on credit monitoring, 

identity theft insurance, and credit freezes and unfreezes; time spent in response to the Data Breach 

investigating the nature of the Data Breach not fully disclosed by Maximus, reviewing bank 

statements, payment card statements, and credit reports; expenses and time spent initiating fraud 

alerts; decreased credit scores and ratings; lost work time; lost value of the PII; lost benefit of their 

bargains and overcharges for services; and other economic and non-economic harm. 

COUNT II 

NEGLIGENCE PER SE 

(On behalf of Plaintiff and the Nationwide Class or, in the alternative, on behalf of Plaintiff 

and the Florida Subclass) 

137. Mr. Brickman repeats the allegations in paragraphs 1 – 116 of this Complaint, as if 

fully alleged herein. 

138. Section 5 of the FTC Act, 15 U.S.C. § 45, prohibits “unfair . . . practices in or 

affecting commerce” including, as interpreted and enforced by the FTC, the unfair act or practice 

by Maximus of failing to use reasonable measures to protect PII.  

139. Various FTC publications and orders also form the basis of Maximus’s duty. 

140. Maximus violated Section 5 of the FTC Act (and similar state statutes) by failing 

to use reasonable measures to protect PII and not complying with industry standards.  

141. Maximus’s conduct was particularly unreasonable given the nature and amount of 

PII obtained and stored and the foreseeable consequences of a data breach on Maximus’s systems. 
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142. Maximus’s violation of Section 5 of the FTC Act (and similar state statutes, such 

as the Florida Deceptive and Unfair Trade Practices Act) constitutes negligence per se. 

143. Mr. Brickman and class members are consumers within the class of persons Section 

5 of the FTC Act (and similar state statutes) were intended to protect. 

144. Moreover, the harm that has occurred is the type of harm the FTC Act (and similar 

state statutes) was intended to guard against.  

145. Indeed, the FTC has pursued over fifty enforcement actions against businesses 

which, as a result of defendants’ failure to employ reasonable data security measures and avoid 

unfair and deceptive practices, caused the same harm suffered by Mr. Brickman and class 

members. 

146. As a direct and proximate result of Maximus’s negligence, Mr. Brickman and class 

members have been injured and are entitled to damages in an amount to be proven at trial. Such 

injuries include one or more of the following: ongoing, imminent, certainly impending threat of 

identity theft crimes, fraud, and other misuse, resulting in monetary loss and economic harm; actual 

identity theft crimes, fraud, and other misuse, resulting in monetary loss and economic harm; loss 

of the value of their privacy and the confidentiality of the stolen PII; illegal sale of the 

compromised PII on the black market; mitigation expenses and time spent on credit monitoring, 

identity theft insurance, and credit freezes and unfreezes; time spent in response to the Data Breach 

investigating the nature of the Data Breach not fully disclosed by Maximus, reviewing bank 

statements, payment card statements, and credit reports; expenses and time spent initiating fraud 

alerts; decreased credit scores and ratings; lost work time; lost value of the PII; lost benefit of their 

bargains and overcharges for services; and other economic and non-economic harm. 
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COUNT III 

DECLARATORY JUDGMENT 

(On behalf of Plaintiff and the Nationwide Class or, in the alternative, on behalf of Plaintiff 

and the Florida Subclass) 

147. Mr. Brickman repeats the allegations in paragraphs 1 – 116 of this Complaint, as if 

fully alleged herein. 

148. Under the Declaratory Judgment Act, 28 U.S.C. §§ 2201, et seq., the Court is 

authorized to enter a judgment declaring the rights and legal relations of the parties and grant 

further necessary relief.  

149. Furthermore, the Court has broad authority to restrain acts, such as here, that are 

tortious and violate the terms of the federal and state statutes described in this Complaint. 

150. An actual controversy has arisen in the wake of the Data Breach regarding 

Maximus’s present and prospective common law and other duties to reasonably safeguard its 

users’ PII, and whether Maximus is currently maintaining data security measures adequate to 

protect Mr. Brickman’s and class members from further data breaches that compromise their PII.  

151. Mr. Brickman and class members remain at imminent risk that further compromises 

of their PII will occur in the future. 

152. Pursuant to its authority under the Declaratory Judgment Act, this Court should 

enter a judgment declaring, among other things, the following: 

a. Maximus continues to owe a legal duty to secure users’ PII under the common 

law, Section 5 of the FTC Act, and various state statutes; and 
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b. Maximus continues to breach this legal duty by failing to employ reasonable 

measures to secure Mr. Brickman’s and class members’ PII. 

153. The Court also should issue corresponding prospective injunctive relief pursuant to 

28 U.S.C. § 2202, requiring Maximus to employ adequate security practices consistent with law 

and industry standards to protect its users’ PII. 

154. If an injunction is not issued, Mr. Brickman and class members will suffer 

irreparable injury, and lack an adequate legal remedy, in the event of another data breach of 

Maximus.  

155. The risk of another such breach is real, immediate, and substantial.  

156. If another breach occurs, Mr. Brickman and class members will not have an 

adequate remedy at law because many of the resulting injuries are not readily quantified and they 

will be forced to bring multiple lawsuits to rectify the same conduct. 

157. The hardship to Mr. Brickman and class members if an injunction does not issue 

exceeds the hardship to Maximus if an injunction is issued.  

158. Among other things, if another data breach occurs at Maximus, Mr. Brickman and 

class members will likely be subjected to fraud, identify theft, and other harms described herein.  

159. On the other hand, the cost to Maximus of complying with an injunction by 

employing reasonable prospective data security measures is relatively minimal, and Maximus has 

a pre-existing legal obligation to employ such measures. 

160. Issuance of the requested injunction will not disserve the public interest.  

161. To the contrary, such an injunction would benefit the public by preventing another 

data breach at Maximus, thus eliminating additional injuries that would result to Mr. Brickman, 
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class members, and the hundreds of thousands of other individuals for whom Maximus stores and 

processes PII, and whose PII would be further compromised. 

COUNT IV 

BREACH OF CONFIDENCE 

(On behalf of Plaintiff and the Nationwide Class or, in the alternative, on behalf of Plaintiff 

and the Florida Subclass) 

162. Mr. Brickman repeats the allegations in paragraphs 1 – 116 of this Complaint, as if 

fully alleged herein. 

163. At all times during Mr. Brickman’s and class members’ interactions with Maximus, 

Maximus was fully aware of the confidential and sensitive nature of Mr. Brickman’s and class 

members’ PII. 

164. As alleged herein and above, Maximus’s relationship with Mr. Brickman and class 

members was governed by terms and expectations that Mr. Brickman’s and class members’ PII 

would be collected, stored, and protected in confidence, and would not be disclosed to the public 

or any unauthorized third parties. 

165. Mr. Brickman and class members provided their respective PII to Maximus 

(through ODM and/or a Managed Care Plan) with the explicit and implicit understandings that 

Maximus would protect and not permit their PII to be disseminated to the public or any 

unauthorized parties. 

166. Mr. Brickman and class members also provided their respective PII to Maximus 

with the explicit and implicit understandings that Maximus would take precautions to protect the 
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PII from unauthorized disclosure, such as following basic principles of encryption and information 

security practices. 

167. Maximus voluntarily received in confidence Mr. Brickman’s and class members’ 

PII with the understanding that PII would not be disclosed or disseminated to the public or any 

unauthorized third parties. 

168. Due to Maximus’s failure to prevent, detect, and avoid the Data Breach from 

occurring by following best information security practices to secure Mr. Brickman’s and class 

members’ PII, Mr. Brickman’s and class members’ PII was disclosed and misappropriated to the 

public and unauthorized third parties beyond Mr. Brickman’s and class members’ confidence, and 

without their express permission. 

169. But for Maximus’s disclosure of Mr. Brickman’s and class members’ PII in 

violation of the parties’ understanding of confidence, their PII would not have been compromised, 

stolen, viewed, accessed, and/or used by unauthorized third parties.  

170. The Data Breach was the direct and legal cause of the theft of Mr. Brickman’s and 

class members’ PII, as well as the resulting damages. 

171. The injury and harm Mr. Brickman and class members suffered was the reasonably 

foreseeable result of Maximus’s unauthorized disclosure of Mr. Brickman’s and class members’ 

PII.  

172. Maximus knew its computer systems and technologies for accepting, securing, and 

storing Mr. Brickman’s and class members’ PII had serious security vulnerabilities because 

Maximus failed to observe even basic information security practices or correct known security 

vulnerabilities. 
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173. As a direct and proximate result of Maximus’s breaches of confidence, Mr. 

Brickman and class members have been injured and were damaged as discussed herein and as will 

be proven at trial. 

174. As a direct and proximate result of Maximus’s breach of confidence, Mr. Brickman 

and class members have been injured and are entitled to damages in an amount to be proven at 

trial. Such injuries include one or more of the following: ongoing, imminent, certainly impending 

threat of identity theft crimes, fraud, and other misuse, resulting in monetary loss and economic 

harm; actual identity theft crimes, fraud, and other misuse, resulting in monetary loss and economic 

harm; loss of the value of their privacy and the confidentiality of the stolen PII; illegal sale of the 

compromised PII on the black market; mitigation expenses and time spent on credit monitoring, 

identity theft insurance, and credit freezes and unfreezes; time spent in response to the Data Breach 

investigating the nature of the Data Breach not fully disclosed by Maximus, reviewing bank 

statements, payment card statements, and credit reports; expenses and time spent initiating fraud 

alerts; decreased credit scores and ratings; lost work time; lost value of the PII; lost benefit of their 

bargains and overcharges for services; and other economic and non-economic harm. 

COUNT V 

BREACH OF CONTRACT 

(On behalf of Plaintiff and the Nationwide Class or, in the alternative, on behalf of Plaintiff 

and the Florida Subclass) 

175. Mr. Brickman repeats the allegations in paragraphs 1 – 116 of this Complaint, as if 

fully alleged herein.  
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176. When Maximus and the state of Ohio entered into contract(s) to provide services 

related to the credentialing and tax verification of Medicaid Providers, they intended to directly 

provide benefits to Mr. Brickman and class members.  

177. As a result, Maximus received taxpayer funds and was required to be provided Mr. 

Brickman’s and class members’ PII, which it was obligated to keep confidential.  

178. Accordingly, Mr. Brickman and class members were intended third-party 

beneficiaries under the contract(s) between the state of Ohio and Maximus. 

179. Maximus violated the contracts by failing to employ reasonable and adequate 

privacy practices and measures, leading to the disclosure of Mr. Brickman’s and class members’ 

PII for purposes not required or permitted under the contract(s) or the law. 

180. As a direct and proximate result of Maximus’s breach of contract, Mr. Brickman 

and class members have been injured and are entitled to damages in an amount to be proven at 

trial. Such injuries include one or more of the following: ongoing, imminent, certainly impending 

threat of identity theft crimes, fraud, and other misuse, resulting in monetary loss and economic 

harm; actual identity theft crimes, fraud, and other misuse, resulting in monetary loss and economic 

harm; loss of the value of their privacy and the confidentiality of the stolen PII; illegal sale of the 

compromised PII on the black market; mitigation expenses and time spent on credit monitoring, 

identity theft insurance, and credit freezes and unfreezes; time spent in response to the Data Breach 

investigating the nature of the Data Breach not fully disclosed by Maximus, reviewing bank 

statements, payment card statements, and credit reports; expenses and time spent initiating fraud 

alerts; decreased credit scores and ratings; lost work time; lost value of the PII; lost benefit of their 

bargains and overcharges for services; and other economic and non-economic harm. 
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181. Additionally, because Mr. Brickman and class members continue to be third-party 

beneficiaries in the ongoing administration of the contract(s), and because damages may not 

provide a complete remedy for the breaches alleged herein, Mr. Brickman and class members are 

therefore entitled to specific performance of the contracts to ensure data security measures 

necessary to properly effectuate the contracts maintain the security of their PII from unlawful 

exposure. 

COUNT VI 

FLORIDA DECEPTIVE AND UNFAIR TRADE PRACTICES ACT 

Fla. Stat. § 501.201, et seq. 

(On behalf of Plaintiff and the Florida Subclass) 

182. Mr. Brickman repeats the allegations in paragraphs 1 – 116 of this Complaint, as if 

fully alleged herein.  

183. The FDUTPA prohibits “[u]nfair methods of competition, unconscionable acts or 

practices, and unfair or deceptive acts or practices in the conduct of any trade or commerce . . .” 

Fla. Stat. § 501.204(1). 

184. Maximus advertised, offered, or sold goods and services in Florida and engaged in 

trade or commerce directly or indirectly affecting the people of Florida. 

185. Maximus engaged in unfair, unconscionable acts or practices, and unfair or 

deceptive practices in the conduct of trade and commerce in violation of Fla. Stat. § 501.204(1), 

including by: 
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a. Failing to implement and maintain reasonable security and privacy measures to 

protect Mr. Brickman’s and Florida Subclass members’ PII, which was a direct and 

proximate cause of the Data Breach; 

b. Failing to identify foreseeable security and privacy risks, remediate identified 

security and privacy risks, and adequately improve security and privacy measures 

despite knowing of the risk of cybersecurity incidents, which was a direct and 

proximate cause of the Data Breach; 

c. Failing to comply with common law and statutory duties pertaining to the security 

and privacy of Mr. Brickman’s and Florida Subclass members’ PII, including duties 

imposed by the FTC Act, 15 U.S.C. § 45, and Florida’s data security statute, Fl. 

Stat. § 501.171(2), which was a direct and proximate cause of the Data Breach; 

d. Omitting, suppressing, and concealing the material fact that Maximus did not 

reasonably and adequately safeguard Mr. Brickman’s and Florida Subclass 

members’ PII; and 

e. Omitting, suppressing, and concealing the material fact that Maximus did not 

comply with common law and statutory duties pertaining to the security and privacy 

of Mr. Brickman’s and Florida Subclass members’ PII, including duties imposed 

by the FTC Act, 15 U.S.C. § 45, and Florida’s data security statute, Fla. Stat. § 

501.171(2). 

186. Maximus’s omissions were material because they were likely to deceive reasonable 

consumers about the adequacy of Maximus’s data security and ability to protect the confidentiality 

of PII. 
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187. Had Maximus disclosed to Mr. Brickman and Florida Subclass members that 

Maximus’s data systems were not secure and, thus, vulnerable to attack, Maximus would have 

been forced to adopt reasonable data security measures and comply with the law. Instead, Maximus 

received, maintained, and compiled Mr. Brickman’s and Florida Subclass members’ PII as part of 

the services Maximus provided and for which it was compensated by the State of Ohio, without 

advising them that Maximus’s data security measures were insufficient to maintain the safety and 

confidentiality of Mr. Brickman’s and Florida Subclass members’ PII. Accordingly, Mr. Brickman 

and Florida Subclass members acted reasonably in relying on Maximus’s omissions, the truth of 

which they could not have discovered. 

188. As a direct and proximate result of Maximus’s unconscionable, unfair, and 

deceptive acts and practices, Mr. Brickman and Florida Subclass members have suffered and will 

continue to suffer injury, ascertainable losses of money and property, and monetary and non-

monetary damages; loss of value of their PII; and an increased risk of fraud and identity theft. 

189. Mr. Brickman and Florida Subclass members seek all monetary and non-monetary 

relief allowed by law, including actual or nominal damages under Fla. Stat. § 501.211; declaratory 

and injunctive relief; reasonable attorneys’ fees and costs under Fla. Stat. § 501.2105(1); and any 

other relief that is just and proper. 

REQUEST FOR RELIEF 

WHEREFORE, Mr. Brickman, individually and on behalf of all class members proposed 

in this Complaint, respectfully requests that the Court enter judgment in their favor and against 

Maximus as follows: 
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1) For an Order certifying the Nationwide Class and the Florida Subclass, as 

defined herein, and appointing Mr. Brickman and Mr. Brickman’s counsel to 

represent the Class as alleged herein; 

2) For injunctive and other equitable relief as is necessary to protect the interests 

of Mr. Brickman and Class Members; 

3) For an award of compensatory, consequential, and general damages, including 

nominal damages, as allowed by law in an amount to be determined; 

4) For an award of statutory damages and punitive damages, as allowed by law in 

an amount to be determined; 

5) For an award of restitution or disgorgement, in an amount to be determined; 

6) For an award of attorneys’ fees, costs, and litigation expenses, as allowed by 

law; 

7) For prejudgment interest on all amounts awarded; and 

8) Such other and further relief as the Court may deem just and proper. 

       Respectfully Submitted, 

       DWORKEN & BERNSTEIN  
       
 
Dated: June 25, 2021    s/ Frank A. Bartela     
       Frank A. Bartela, Esq. (#0088128) 

fbartela@dworkenlaw.com 
Nicole T. Fiorelli, Esq. (#0079204) 
nfiorelli@dworkenlaw.com 
Patrick J. Perotti, Esq. (#0005481) 
pperotti@dworkenlaw.com 
60 South Park Place 
Painesville, Ohio 44077 
Tel.: (440) 352-3391 
Fax: (440) 352-3469             

 
       Andrea R. Gold, Esq.* 
       agold@tzlegal.com 
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       Mark A. Clifford, Esq.* 
       mclifford@tzlegal.com 
       TYCKO & ZAVAREEI LLP 

1828 L Street NW, Suite 1000 
       Washington, D.C. 20036 
       Tel.: (202) 973-0900 
       Fax: (202) 973-0950 
        

Counsel for Plaintiff Brickman and the 
Proposed Class 

 
*pro hac vice application forthcoming 

 

 

  

Case: 2:21-cv-03822-MHW-KAJ Doc #: 1 Filed: 06/25/21 Page: 41 of 42  PAGEID #: 41



42 
 

JURY DEMAND 

Mr. Brickman, on behalf of himself and the Class of all others similarly situated, hereby 

demands a trial by jury on all issues so triable pursuant to Rule 38 of the Federal Rules of Civil 

Procedure. 

       Respectfully Submitted, 

       DWORKEN & BERNSTEIN  
       
 
Dated: June 25, 2021    s/ Frank A. Bartela     
       Frank A. Bartela, Esq. (#0088128) 

fbartela@dworkenlaw.com 
Nicole T. Fiorelli, Esq. (#0079204) 
nfiorelli@dworkenlaw.com 
Patrick J. Perotti, Esq. (#0005481) 
pperotti@dworkenlaw.com 
60 South Park Place 
Painesville, Ohio 44077 
Tel.: (440) 352-3391 
Fax: (440) 352-3469             

 
       Andrea R. Gold, Esq.* 
       agold@tzlegal.com 
       Mark A. Clifford, Esq.* 
       mclifford@tzlegal.com 
       TYCKO & ZAVAREEI LLP 

1828 L Street NW, Suite 1000 
       Washington, D.C. 20036 
       Tel.: (202) 973-0900 
       Fax: (202) 973-0950 
        

Counsel for Plaintiff Brickman and the 
Proposed Class 

 
*pro hac vice application forthcoming 
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UNITED STATES DISTRICT COURT
for the

__________ District of __________ 

)
)
)
)
)
)
)
)
)
)
)
)

Plaintiff(s)

v. Civil Action No.

Defendant(s)

SUMMONS IN A CIVIL ACTION

To: (Defendant’s name and address)

A lawsuit has been filed against you.

Within 21 days after service of this summons on you (not counting the day you received it) — or 60 days if you
are the United States or a United States agency, or an officer or employee of the United States described in Fed. R. Civ.
P. 12 (a)(2) or (3) — you must serve on the plaintiff an answer to the attached complaint or a motion under Rule 12 of
the Federal Rules of Civil Procedure.  The answer or motion must be served on the plaintiff or plaintiff’s attorney,
whose name and address are:

If you fail to respond, judgment by default will be entered against you for the relief demanded in the complaint. 
You also must file your answer or motion with the court.

CLERK OF COURT

Date:
Signature of Clerk or Deputy Clerk

         Southern District of Ohio

James P. Brickman, et al

Maximus, Inc., et al 

Maximus, Inc.
c/o Corporation Service Company
50 West Broad Street, Suite 1330
Columbus, OH 43215

Nicole Fiorelli, Frank Bartela, Patrick Perotti, Dworken & Bernstein, LPA
60 South Park Place, Painesville, OH 44077

Andrea Gold, Mark Clifford, Tycko & Zavareei, LLP
1828 L Street NW, Suite 1000, Washington, D.C. 20036
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Civil Action No.

PROOF OF SERVICE

(This section should not be filed with the court unless required by Fed. R. Civ. P. 4 (l))

This summons for (name of individual and title, if any)

was received by me on (date) .

’ I personally served the summons on the individual at (place)

on (date) ; or

’ I left the summons at the individual’s residence or usual place of abode with (name)

, a person of suitable age and discretion who resides there,

on (date) , and mailed a copy to the individual’s last known address; or

’ I served the summons on (name of individual) , who is

 designated by law to accept service of process on behalf of (name of organization)

on (date) ; or

’ I returned the summons unexecuted because ; or

’ Other (specify):

.

My fees are $ for travel and $ for services, for a total of $ .

I declare under penalty of perjury that this information is true.

Date:
Server’s signature

Printed name and title

Server’s address

Additional information regarding attempted service, etc:

0.00
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UNITED STATES DISTRICT COURT
for the

__________ District of __________ 

)
)
)
)
)
)
)
)
)
)
)
)

Plaintiff(s)

v. Civil Action No.

Defendant(s)

SUMMONS IN A CIVIL ACTION

To: (Defendant’s name and address)

A lawsuit has been filed against you.

Within 21 days after service of this summons on you (not counting the day you received it) — or 60 days if you
are the United States or a United States agency, or an officer or employee of the United States described in Fed. R. Civ.
P. 12 (a)(2) or (3) — you must serve on the plaintiff an answer to the attached complaint or a motion under Rule 12 of
the Federal Rules of Civil Procedure.  The answer or motion must be served on the plaintiff or plaintiff’s attorney,
whose name and address are:

If you fail to respond, judgment by default will be entered against you for the relief demanded in the complaint. 
You also must file your answer or motion with the court.

CLERK OF COURT

Date:
Signature of Clerk or Deputy Clerk

         Southern District of Ohio

James P. Brickman, et al

Maximus, Inc., et al 

Maximus US Services, Inc.
c/o Corporation Service Company
50 West Broad Street, Suite 1330
Columbus, OH 43215

Nicole Fiorelli, Frank Bartela, Patrick Perotti, Dworken & Bernstein, LPA
60 South Park Place, Painesville, OH 44077

Andrea Gold, Mark Clifford, Tycko & Zavareei, LLP
1828 L Street NW, Suite 1000, Washington, D.C. 20036
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Civil Action No.

PROOF OF SERVICE

(This section should not be filed with the court unless required by Fed. R. Civ. P. 4 (l))

This summons for (name of individual and title, if any)

was received by me on (date) .

’ I personally served the summons on the individual at (place)

on (date) ; or

’ I left the summons at the individual’s residence or usual place of abode with (name)

, a person of suitable age and discretion who resides there,

on (date) , and mailed a copy to the individual’s last known address; or

’ I served the summons on (name of individual) , who is

 designated by law to accept service of process on behalf of (name of organization)

on (date) ; or

’ I returned the summons unexecuted because ; or

’ Other (specify):

.

My fees are $ for travel and $ for services, for a total of $ .

I declare under penalty of perjury that this information is true.

Date:
Server’s signature

Printed name and title

Server’s address

Additional information regarding attempted service, etc:

0.00
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